
Audit and Governance Committee
Date: 17th April 2015 Agenda No:

Title of Report: Internal Audit (IA) Activity Progress Report 2014/2015

Purpose of Report: To inform Members of the progress of Internal Audit activity in relation 
to the 2014/2015 Internal Audit Programme and provide a progress 
report in relation to those audits undertaken during the period January 
to March 2015.

Recommendations: It is recommended that the Committee:

1. notes the amendments to and progress against the 2014/2015 
Internal Audit Programme; 

2. requests senior management attendance at the next meeting of 
the Committee to provide an update on the actions taken in 
relation to the recommendations made in the Adult Services 
Financial Assessment and Benefits Team; and

3. notes the assurance opinions provided in relation to the 
effectiveness of the Council’s control environment comprising risk 
management, control and governance arrangements as a result of 
the internal audit activity completed to date.

Officer (s) Contact: Theresa Mortimer; Chief Internal Auditor: Internal Audit, Risk 
Management and Insurance Services. Tel: 01452 328883
Theresa.Mortimer@gloucestershire.gov.uk

Mark Spilsbury; Head of Financial Management. Tel: 01452 328920
Mark.Spilsbury@gloucestershire.gov.uk

Key Risks Failure to deliver an effective Internal Audit Service will prevent an 
independent, objective assurance opinion to be provided to those 
charged with governance that the key risks associated with the 
achievement of the Council’s objectives are being adequately 
controlled. 
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(1) Introduction

All local authorities must make proper provision for internal audit in line with the 1972 Local 
Government Act (S151) and the Accounts and Audit (England) Regulations 2011. The latter 
states that authorities must “maintain an adequate and effective system of internal audit of 
its accounting records and of its system of internal control, comprising risk management, 
control and governance, in accordance with the proper practices in relation to internal 
control”. Within Gloucestershire County Council the Internal Audit function, which sits within 
Strategic Finance, carries out the work required to satisfy this legislative requirement and 
reports its findings and conclusions to management and to this Committee.

The guidance accompanying the Regulations recognises the Public Sector Internal Audit 
Standards (PSIAS) 2013 as representing “proper internal audit practices”. The standards 
define the way in which the Internal Audit Service should be established and undertakes its 
functions. 

(2) Responsibilities 

Management are responsible for establishing and maintaining appropriate risk management 
processes, control systems (financial and non financial) and governance arrangements. 

Internal Audit plays a key role in providing independent assurance and advising the 
organisation that these arrangements are in place and operating effectively.

Internal Audit is not the only source of assurance for the Council. There are a range of 
external audit and inspection agencies as well as management processes which also 
provide assurance and these are set out in the Council’s Code of Corporate Governance 
and its Annual Governance Statement.  

(3) Purpose of this Report

One of the key requirements of the standards is that the Chief Internal Auditor should 
provide progress reports on internal audit activity to those charged with governance. This 
report summarises:

 the progress against the 2014/2015 Internal Audit Programme, including the 
assurance opinions on the effectiveness of risk management and control processes;

 the outcomes of the Internal Audit activity during the period January to March 2015; 
and

 special investigations/counter fraud activity.
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(4) Progress against the 2014/2015 Internal Audit Programme, including the 
assurance opinions on risk and control

The schedule provided at Appendix 1 provides the summary of 2014/15 audits which have 
not previously been reported to the Audit and Governance Committee, including, very 
importantly, one limited assurance audit opinion on control.

The schedule provided at Appendix 2 contains a list of all of the audit activity undertaken 
during 2014/2015, which includes, where relevant, the assurance opinions on the 
effectiveness of risk management arrangements and control processes in place to manage 
those risks and the dates where a summary of the activities outcomes has been presented 
to the Audit and Governance Committee. Explanations of the meaning of these opinions are 
shown below. 

Assurance 
levels

Risk Identification Maturity Control Environment

Substantial Risk Managed
Service area fully aware of the risks relating to the area 
under review and the impact that these may have on 
service delivery, other directorates, finance, reputation, 
legal, the environment client/customer/partners, and staff.  
All key risks are accurately reported and monitored in line 
with the Corporate Risk Management Strategy. 

 System Adequacy – Robust 
framework of controls ensures 
that there is a high likelihood of 
objectives being achieved

 Control Application – Controls are 
applied continuously or with minor 
lapses

Satisfactory
Risk Aware
Service area has an awareness of the risks relating to the 
area under review and the impact that these may have 
on service delivery, other directorates, finance, 
reputation, legal, the environment, 
client/customer/partners, and staff, however some key 
risks are not being accurately reported and monitored in 
line with the Corporate Risk Management Strategy.

 System Adequacy – Sufficient 
framework of key controls for 
objectives to be achieved but, 
control framework could be 
stronger

 Control Application – Controls are 
applied but with some lapses

Limited
Risk Naïve 
Due to an absence of accurately and regularly 
reporting and monitoring of the key risks in line with 
the Corporate Risk Management Strategy, the service 
area has not demonstrated an satisfactory 
awareness of the risks relating to the area under 
review and the impact that these may have on 
service delivery, other directorates, finance, 
reputation, legal, the environment, 
client/customer/partners and staff.  

 System Adequacy – Risk of 
objectives not being achieved 
due to the absence of key 
internal controls

 Control Application – 
Significant breakdown in the 
application of control
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(4a) Summary of Internal Audit Assurance Opinions on Risk and Control

The pie charts provided below show the summary of the risk and control assurance opinions 
provided within each category of opinion i.e. substantial, satisfactory and limited in relation to 
the audit activity undertaken during the period April 2014 to March 2015
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(4b) Limited Control Assurance Opinions 

Where audit activity record that a limited assurance opinion on control has been provided, 
the Audit and Governance Committee may request Senior Management attendance to the 
next meeting of the Committee to provide an update as to their actions taken to address the 
risks and associated recommendations identified by Internal Audit. 

(4c) Audit Activity where Limited Assurance Opinions have been provided on 
Control

During the period January to March 2015, one audit review has been provided with a limited 
assurance opinion on control, this relates to:

 Adult Services - Financial Assessment and Benefits Team

 (Please refer to Appendix 1 pages 6 – 10 for details).

It is important to note that whilst a limited assurance opinion has been provided, 
management have responded positively to the recommendations made and actions are 
being taken to address them.

(4d) Satisfactory Control Assurance Opinions

Where audit activity record that an satisfactory assurance opinion on control has been 
provided, where recommendations have been made to reflect some improvements in 
control, the Committee can take assurance that improvement actions have been agreed with 
management to address these.

(4e) Internal Audit Recommendations

During the period January to March 2015 Internal Audit made, in total, 30 recommendations 
to improve the control environment, 9 of these being high priority (fundamental) 
recommendations (100% of these being accepted by management) and 21 being medium 
priority (significant) recommendations (100% accepted by management). 

The Committee can take assurance that all high priority recommendations will remain under 
review by Internal Audit, by obtaining regular management updates, until the required action 
has been fully completed. 

(4f) Risk Assurance Opinions

There was one limited assurance opinion on risk during the period January to March 2015. 
This related to the Adult Services Financial Assessment and Benefits Team audit. (Please 
see Appendix 1 page 6 for details).

Where limited assurance opinions on risk are provided, the reports are given to the 
appropriate risk champion to ensure that the risks highlighted by Internal Audit are placed on 
the service areas risk register. 
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The monitoring of the implementation of the recommendations is then owned by the relevant 
manager and helps to further embed risk management into the day to day management, risk 
monitoring and reporting processes. 

In addition, the Corporate Risk Management Team is provided with the Internal Audit reports 
where a limited assurance opinion is provided, to enable their prioritisation of risk management 
support. 
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Completed Internal Audit Activity during the period January to March 2015

Summary of Limited Assurance Opinions on Control

Service Area: Adult Services

Audit Activity: Financial Assessment and Benefits Team

Background

Gloucestershire County Council’s Adult Social Care relies on people who use services 
making a financial contribution to the cost of providing them, (if they are able to afford to do 
so). 

The Financial Assessments & Benefits (FAB) team ensure that any financial contributions 
required from service users for residential and non-residential Social Care services are 
calculated fairly and in accordance with GCC policies and Government guidelines.  The 
team also help to maximise income for individuals and maximise charging revenue for GCC 
by providing advice and practical assistance to all service users, their partners and carers to 
ensure that they are in receipt of their full welfare benefit entitlement.  

The Better Care Fund Programme and the Care Act 2014 are two key drivers for change 
that may significantly impact upon the work of the FAB team. However, the full implications 
of these are still to be fully considered but it may mean that the volume of financial 
assessments could significantly increase. 

In addition, during 2013/14 the Council’s Administration Hub was formed. The Admin Hub 
model is based on the principle of flexible working arrangements for staff, to deliver a 
comprehensive administration and support function to service areas. Consequently, the 
administrative posts that supported the FAB team were integrated into the Hub. Clearly, the 
administrative function is a vital element of any service and integral to the effectiveness of 
the work of the FAB Team.  

In light of the above changes, it is paramount that the respective services have robust 
systems and processes in place to monitor the throughput and performance of their team in 
order to help inform and if necessary, drive change where it is needed.   

Scope

The focus of this review was to determine whether the systems and processes in operation 
for the management, monitoring and delivery of financial assessments are operating 
effectively. 

Risk Assurance – Limited 

Control Assurance – Limited
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Key findings

The review has highlighted that:

Policy/Guidance

 The FAB Policy and Procedural Guide 2014 needs updating. 

Recommendation: FAB Policy and Procedural Guide

The policy is refreshed, to reflect: 
 Following completion of the financial assessment, the date that the charge should 

be applied; 

 Updates to legal and policy documents;

 Revise where appropriate, the correct terminology for internal service teams; and 

 Any hyperlinks embedded within the document link to the current web page.

Memorandum of Understanding/Service Level Agreement

 Currently, there are no formal arrangements in place that set out the agreed 
standards/ mutually-accepted expectations between the FAB team and the 
Administration Hub. 

Recommendation: Memorandum of Understanding/Service Level Agreement

Management may wish to consider developing a Memorandum of Understanding, or 
Service Level Agreement as this could aid the monitoring and control of the 
performance of the service delivery/ received, against mutually agreed standards.

Administration - Systems and Processes

 Since the introduction of the Admin Hub, there have been a number of staff 
deployment changes within the team that provide the administrative support to the 
FAB team. In part, this has been due to additional cover being required to fill a post 
during a staff secondment and sickness absence, some natural turnover when staff 
have left their posts, and also some changes deemed necessary by management in 
order to address issues emanating from the implementation of the support service to 
the FAB team. 

These changes have resulted in a period of instability and have contributed to there 
being a lack of clarity in respect of the roles and responsibilities for specific tasks, a 
lack of investment in training new staff deployed to the team, alongside some degree 
of breakdown in communications between the administrative staff and the Financial 
Assessment and Benefits Visiting Officers, all of which has impaired the effectiveness 
of the provision of the administrative support service to the FAB team.

 It is acknowledged by management that the current administrative support functions 
are still not operating effectively; therefore as a matter of priority, action is being 
taken by the Admin Hub Team Leader working together with the FAB Team Manager 
to try to resolve the known current issues and develop improved systems and 
processes.
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Recommendation: FAB- Email Inbox/Store

The FAB team inbox to be periodically accessed, at least twice each working day and 
for all referrals/queries at that time to be processed/actioned accordingly. 

The “Store” facility to be categorised to provide a clear audit trail of referrals and 
other queries processed by the administrative support team.

Recommendation: FAB Log Sheet

 A data cleansing exercise is undertaken to ensure that the status of all referrals 
received is accurately recorded. Any actions required to address outstanding 
referrals are subsequently prioritised;

 Entries are consistently recorded to aid the audit trail of referrals;
 Consideration is given to enhancing the log sheet to capture additional 

information required to measure performance and compliance with the FAB 
Policy and Procedural Guide for appointments and postal applications. 

Recommendation: Administration Systems & Processes

 Review the administrative functions, develop and implement, where 
appropriate, a new policy, procedures and systems and ensure that these are 
aligned where appropriate to the requirements of the timescales specified within 
the FAB Policy and Procedural Guide;

 Clearly define the tasks/responsibilities of the Admin Team and those of the 
FAB Team and ensure effective two-way communications on a daily basis;

 Ensure all relevant staff receive appropriate training so that they are competent 
to deliver the new requirements;

 Formally document the new arrangements, to include a revised procedural 
guide for the administrative function.

Referrals
 Trend analysis for the number of referrals for a financial assessment indicate that 

there has been a decline overall during the period 2010 to date. Current work is 
being undertaken to identify if there are any chargeable services where no maximum 
chargeable income (MCI) has been applied (MCI-this is the most a person who has 
undergone a financial assessment can be charged). 

Recommendation: Services with no Maximum Chargeable Income 

Depending upon the results of the current review that is being undertaken by the FAB 
Team Manager, further consideration may need to be given to understanding the 
underlying issues driving the year-on-year variances in relation to the receipt of 
referrals for financial assessments to ensure that there is no loss of income to the 
Council. 

 The FAB team experienced high levels of absence of Financial Assessment and 
Benefits Visiting Officers during the latter period of 2013/14 and early part of 
2014/15. This was due to two members of staff who were sick throughout this period 
and a significant amount of annual leave entitlements being granted. This alongside 
the impact of the annual global uplift process for everyone in residential care and the 
Foster and Adoption allowance reviews had contributed to a significantly high 
number of outstanding referrals, which peaked at approximately 750 at the beginning 
of June 2014. 
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 The FAB Team Manager has taken steps to ensure that annual leave requests are 
better managed in the future and focus has been given to clearing the backlog of 
outstanding referrals. As at 31.12.14 the number outstanding has now reduced to 
140. Work is still ongoing to process the annual global uplifts (each year the 
maximum chargeable income is uplifted to align with the % increase in state benefit), 
with approximately 84% of these having been completed to date. 

 The current level of outstanding referrals is also intensified by two other factors, 
these being that the visiting capacity of the current Financial Assessment and 
Benefits Visiting Officers is not being fully utilised (appointments made during 
October and November 2014, indicate that only 60% of available visits were booked) 
and that the FAB team are currently holding two full time vacancies and until these 
posts are filled there is a reduced capacity of up to 40 visits/assessments that cannot 
be undertaken each week. 

Access to State Benefit Information 

 The changed working arrangements with the Department for Works and Pensions 
(DWP) during 2013/14, has also impaired the accessibility to the information held by 
the DWP. This should be addressed in the future through the rollout of access to the 
DWP’s Customer Information System, but until this is operational access to the 
information required can only be obtained via the telephone and is limited to one 
assessment per telephone call.  

  
Performance Management

 The performance management arrangements were not operating effectively and 
were in need of further development. From the available prime data or from our audit 
testing (based on a selected sample of cases) we recalculated the reported 
performance indicators and found that we were unable to verify some of the actual 
figures that had been entered into the Council’s performance system, In Phase. In 
part, this was due to guesstimate figures being entered rather than actual outcomes. 

Recommendation: Performance Metrics

 Management should ensure that the method of collection and the data source are 
defined to ensure that they provide for an accurate,   measurable outcome of the 
achievement of the targets set and going forward, that these outcomes are 
accurately and promptly reported within In Phase.

 Performance metrics are an integral part of future supervision meetings.

 Consideration to be given to:

o the service user feedback form to be refreshed where appropriate and 
consideration given to extending the use of this to also include service users 
other than those categorised as residential;

 
o the feedback received from service users through the customer surveys to be 

used as a performance metric;

o develop performance metrics to monitor the effectiveness of the 
administrative function and that these are aligned where appropriate to 
ensure effective delivery of the functions of the FAB team.
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Risk Management

 Discussions held with the FAB Team Manager and the Administration Manager has 
highlighted that it would now be prudent to review/further develop the FAB team and 
Admin team’s risk management arrangements, in order to ensure that risk 
management is further embedded within the respective service areas. 

Recommendation: Risk Management Arrangements

The framework for the management and monitoring of the inherent risks associated 
with the delivery of the FAB team and the Admin team’s functions is 
reviewed/refreshed/further developed, in order to ensure that risk management is 
further embedded within the respective service areas and aligned with the Council’s 
Financial Regulations and Risk Management Strategy.

All of the above recommendations have been fully accepted by management. However, due 
to the significance of the findings emanating from this review, Internal Audit will undertake a 
further review during 2015/16; to determine if the agreed management actions, to address 
the issues identified, have been enacted.

It is also recommended that senior management attend the next meeting of the Audit 
and Governance Committee and is requested to provide an update on the action taken 
in relation to each recommendation made.

Summary of Satisfactory Assurance Opinions on Control

Service Area: Strategy and Challenge

Audit Activity: Officers Scheme of Delegation

Background

The Local Authorities (Executive Arrangements) (Meetings and Access to Information) 
(England) Regulations 2012 are regulations made by the Secretary of State in accordance 
with powers under the Local Government Act 2000. The Regulations came into effect on 
10th September 2012 and set out the rules with which local authorities must comply when 
taking executive decisions at Cabinet, by an individual Cabinet Member or at an officer level.

In September 2013, the Director: Strategy and Challenge (Monitoring Officer) cascaded to 
tier 4 managers and above the details of a new procedural framework for documenting and 
publishing executive decisions taken by officers under delegated powers. 
This guidance reflected the new statutory rules relating to executive decision making and 
addressed the issues identified from the Garbutt review of the Cotswold Water Park.

Scope

The objective of this review was to assess the robustness of the new procedural framework 
for executive decisions taken by officers and in particular to provide assurance that the 
decision is:
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 In line with the Officers Scheme of Delegation;
 Adequately documented and, where appropriate; and
 Published by Democratic Services.

Risk Assurance – Substantial 

Control Assurance – Satisfactory

Key findings

Internal Audit found that:
 The requirements of the Regulations have been considered at senior management 

level (via CoMT);
 An appropriate control framework has been developed and the requirements in the 

form of a guidance note have been disseminated via email to managers at tier 4 and 
above;

 Awareness/briefing sessions have been rolled out across the Council and following a 
risk assessment, the sessions commenced with the areas/services most likely to be 
making the majority of these types of decisions e.g. commissioning;

 Ongoing support to officers is provided by the Executive Support Manager and from 
officers within Democratic Services; 

 Guidance to assist officers is readily available on the intranet (staffnet) – “decision 
making” pages; 

 Of the 38 decisions reviewed 26 (68%) had been documented as per the guidance 
with the documentation for 25 of them forwarded to Democratic Services; 

 In the early stages of 2014, there had been some conflicting advice concerning the 
regulations and whether there was a need to document and publish the 
“implementation” type decisions taken by officers that had been delegated to them by 
Cabinet or the Lead Cabinet Member (LCM). This is likely to have contributed to 
some decisions not being recorded, which it has subsequently been decided should 
have been recorded; and

 Some inconsistency between the types of decisions which are published by different 
services.

The size of the authority and the complexity of services involved have meant that to fully 
embed this requirement (from the issue of the guidance), in what is a relatively short period 
of time (i.e. 15 months) has been a significant challenge. 
Overall, Internal Audit considers that the findings do support an opinion that good progress 
has been made towards achieving this aim with a satisfactory level of compliance in the 
majority of areas that were reviewed. 
However, it is also evident from this review that some service areas (who do not commission 
frequently) had a lower understanding/awareness of the regulations and the requirements 
that officers were expected to comply with. 

Actions taken by management

Management has responded positively to the findings and have confirmed to Internal Audit 
that:
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 The current review of the council’s decision making processes will take account of 
the recommendations made, as appropriate, in any revised processes agreed;

 The programme of briefing sessions with teams across the council will continue, with 
a particular focus on those areas whom are not regularly involved in commissioning 
services; and

 The original guidance issued to staff in September 2013 will be reviewed and 
updated to reflect the learning to date and the outcomes from the current review of 
the council’s decision making processes, which will ensure consistency of process 
and offer greater clarity for staff.

Service Area: Children and Families

Audit Activity: Special Guardianship Orders – Financial Support

Background

Special Guardianship Orders (SGOs) were introduced under the Children Act 1989. The 
document ‘Special Guardianship Guidance’, issued by the Department for Education 
describes a SGO as ‘an order appointing a person or persons to be a child’s special 
guardian’, which ‘aims to provide a legal permanence for those children for whom adoption is 
not appropriate’. 

Since 2010/11 the number of SGOs has been steadily rising. Increasingly, they apply to 
younger children where extended family members (grandparents, aunts etc) become Special 
Guardians, rather than the child being placed for adoption.  

At the end of the 2013/14 financial year, the £518,800 budget for SGOs was overspent by 
£487,270 (48%). This overspend was due to the increased number of placements compared 
to those forecast, plus the increase in the basic allowance to match fostering allowance 
rates.  With the number of SGOs granted continuing to rise, additional funding has been 
secured. However, despite the 2014/15 budget being increased to £1,334,420, the latest 
forecast (December 2014) is currently predicting an overspend of £55,404.  

Scope

The objectives of the audit were to establish whether:

 The SGO processes for support planning, including financial support, are robust and 
reflect the current trends and are being applied in practice;

 Support plans for SGOs are completed in a timely manner and reviewed on an 
annual basis in order to ensure that they meet the needs of the child; and

 The SGO financial and benefits assessment has checked whether financial support 
is available from other sources e.g. tax credits and child benefit systems.

Risk Assurance – Satisfactory 

Control Assurance – Satisfactory
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Key findings

It was established that there are good systems and processes in place for monitoring and 
managing the SGO budget expenditure. However, the budget for SGOs is a demand led 
budget, and despite additional funding being received for 2014/15 the current forecast still 
predicts an overspend. 

Discussions with the Friends & Family Assessment and Support Team (F&FAST) Team 
Manager established that improvement areas pertaining to the current systems and 
processes for SGOs have already been identified by management and work is underway 
towards introducing new and more robust, standardised working practices for the team. 
However, it is essential that management ensure that potential inhibitors such as limited 
resources do not impact on the progress to drive through these changes.

The audit also identified some administrative issues, outside of the F&FAST’s control, and 
these will be addressed as part of the Financial Assessment and Benefit Team (FAB) audit.

Actions taken by management

Management accepted the recommendations made, which focused on the need to take 
steps to ensure that revised systems and processes are fully implemented and built into 
business as usual in order to complement the existing controls and allow for more robust 
budget monitoring, whilst ensuring the needs of the carer and child are met. 

Service Area: Communities and Infrastructure

Audit Activity: Registration Service

Background

The Registration Service is delivered through local authorities, but is also the responsibility 
of the General Register Office (GRO). The work is divided between statutory services, for 
which statutory fees, set by HM Treasury, are charged, and non-statutory services, some 
with discretionary fees set locally, which generate substantial income streams.

Under the Council’s Meeting the Challenge (MtC) programme, the service was to become 
self-funding from March 2013, through rationalisation of accommodation and staff 
restructuring, to reduce costs and increase income.
Scope

The audit remit was to review the effectiveness of the financial systems operating within the 
service, primarily around income collection, taking into account the significant changes that 
have occurred in service delivery, in particular the effectiveness of:

 any changes to accommodation and staff structures, to ensure that the service was 
self-funding from March 2013, and continues to be sustained;

 the systems in place to ensure robustness in the identification, collection and 
recording of all relevant income, both statutory and discretionary; and

 the policy decision-making process for determining the self-funding criteria, the types 
of discretionary fees chargeable and the level of those fees.
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Risk Assurance – Substantial 

Control Assurance – Satisfactory

Key findings

Internal Audit’s overall conclusions are that the policy and strategy decision-making process 
is robust and the identification, recording, safekeeping and banking of income are generally 
good. 

The changes introduced with identifying unit costs for the service will also assist in the 
analysis of the services offered and help support its sustainability. Going forward 
management will need to consider:

 Whether the PARIS system (used to process credit/debit payment transactions) 
remains ‘fit for purpose’ for the service requirements;

 The need to implement the newly-purchased E-Pay software, as soon as possible to 
enable on-line payments to be made;

 The implications of the cost-neutral expectations of the current service in relation to 
the national consultation (closed in September 2014) which explores the possibility of 
elements of the Registration Service, i.e. the statutory service with discretionary fee, 
being opened up to the external market; and 

 The benefits of automating the recording of the accountancy information, rather than 
manual entry into various spreadsheets. This would ensure accuracy with the figures 
at all times and free-up resources for the service’s analysis and statistical work.

Actions taken by management

Management responded positively to the recommendations made in respect of the above 
findings.

Service Area: Enabling and Transition

Audit Activity: Infrastructure Security, Resilience and Availability  

Background

As part of the 2014/15 internal audit plan, TIAA our recently appointed IT auditors, undertook 
a review of the Council’s network infrastructure security, resilience and availability.

Scope

The scope of this review was to assess controls against the following objectives:

 The network is adequately designed and documented with sufficient resilience built 
in;

 Key devices are configured and patched up to date;
 Anti-virus and other malware protections are in place and maintained up to date;
 A suitable and properly configured firewall is in place and is maintained up to date, 

reviewed regularly and reports obtained of rule breaches;
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 User access controls are documented, and work as expected with new users, 
changes duly authorised and leavers promptly removed;

 High level access controls for system administration functions are adequately 
controlled and not excessive; and

 System and service availability are monitored and reported with inefficiencies / issues 
explored and corrected.

Risk Assurance – Satisfactory 

Control Assurance – Satisfactory

Key findings

The findings from this audit have identified a number of improvement actions.  The main 
areas that require attention are as follows:

 The ICT Disaster Recovery Plan should be updated to reflect current recovery 
strategies and a test initiated to assess the adequacy of fallback arrangements;

 All unsupported Cisco Pix firewall systems should be replaced by fully supported 
firewall platforms;

 Password security settings should be enforced across all GCC firewall appliances 
and all firewall administrators should be assigned uniquely identifiable userids;

 The Fore Scout intrusion prevention system should be activated to block all malicious 
network traffic;

 Password ageing and minimum password age should be enforced across all GCC 
Active Directory accounts;

 Active Directory access rights should be promptly disabled for all GCC leavers and 
all generic accounts promptly disabled or deleted;

 Domain Administrator access rights should be subject to a regular and evidenced 
review; and

 All unnecessary services should be promptly disabled across the GCC Windows 
server estate. 

Actions taken by management

Management have responded positively to all recommendations and are working towards 
addressing the various issues raised. 

Service Area: Strategic Finance

Audit Activity: Journals

Background

As part of Internal Audit’s review of key controls, ‘journals’ was selected for testing during 
2012/13. The outcome of that audit was that the detailed journal authorisation process would 
be updated. The aim was that the revised document would form part of the Council’s 
Accounting Instructions and be published on Staffnet.  
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During the period 1st April 2013 to 31st March 2014, GCC processed 2,939 journals with an 
individual value of £10,000 or more. These journals came to a total value of £3.3m.

Scope

The objective of this audit was to review the updated journal authorisation procedures and 
test for compliance with these procedures, in order to provide assurance that the controls 
around the arrangements for raising and processing journals are robust and is working 
effectively.

Risk Assurance – Satisfactory 

Control Assurance – Satisfactory

Key findings

Accounting Instruction No.18 (AI No.18) – Journal Authorisation was introduced in 
December 2012. However, since its release, the Council has been through some significant 
structural changes that have, in some cases, changed the way that day-to-day tasks are 
undertaken. AI No.18 has not been updated since its introduction, and this has attributed, to 
non-compliance with the Accounting Instruction (overall 29%). 

Internal Audit recommended that AI No.18 is reviewed and updated, in order to ensure that it 
remains fit for purpose and reflects the Council’s approved working practices and 
expectations. Once updated, the changes are communicated to staff.

Actions taken by management

Management responded positively to the recommendations made.
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Summary of Substantial Assurance Opinions on Control

Service Area: Strategic Finance

Audit Activity: Treasury Management

Background

Treasury management activities for both borrowing and investment take place on a daily 
basis to ensure the timely management of the Council’s cash balances.  It is a high risk area 
that can result in significant losses of investment balances, particularly if an appropriate 
strategy and effective controls have not been implemented.

Balances can vary widely and cashflow forecasts for 2014/15 indicated that investment 
balances would range between £260m and £317m. These are managed solely through in-
house operations as GCC no longer has an external fund manager.  Pension fund surplus 
cash balances are also managed and these range between £5m and £18m.

Scope

The objectives of the audit were to ensure that:

 The recommendations from the 2010/11 and 2011/12 audits have been 
implemented; 

 There is a robust policy framework that governs the operation of treasury 
management within the Authority that complies with statutory regulations; 

 The treasury management strategies, policies and procedures are supported by 
sound operational practices; and

 Treasury management performance is regularly reported to relevant stakeholders.

Risk Assurance –  Substantial

Control Assurance – Substantial

Key findings

Evidence was obtained to confirm that all of the recommendations from the 2010/11 and 
2011/12 audits have been implemented as appropriate.

CIPFA’s Treasury Management Code of Practice and the Prudential Code have been 
adopted by GCC.  In response, GCC has developed a Treasury Management Strategy 
Statement (which includes an Annual Investment Strategy and Prudential Indicators) and 
Treasury Management Practices.  In addition to this, there are detailed procedure notes that 
set out how the day-to-day treasury management activities should be undertaken.

Treasury management training as been provided to members of the Audit and Governance 
Committee and members of staff and there is good separation of duties amongst the 
treasury management staff.  Testing confirmed that operational procedures are being 
followed and investment decisions are being appropriately authorised and recorded.  
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Confirmation of good practice was also obtained in the following areas:
.

 Business continuity;
 Benchmarking;
 Cashflow management;
 Management of counterparty exposure; and
 Risk management of the treasury management function.  Management has agreed to 

improve the on-going monitoring and recording of risk management activities within 
the operational risk register; and

 Reporting systems are well developed, providing detailed reports to both senior 
management and Members.

No key recommendations were made.

Summary of Consulting Activity and/or Support where no Opinions are 
provided

Service Area: Communities & Infrastructure

Audit Activity: Dynamic Purchasing System for use by the ITU

Background

The Council has a statutory duty (in accordance with the Education Act 1996) to provide 
home to school transport for “entitled” students, together with a number of exceptions as 
defined by policy. Furthermore, the 1985 Transport Act provided local authorities with the 
option to fund local bus services that are not provided on a commercial basis by transport 
operators and are deemed as “socially necessary”.

Currently, all transport contracts are procured by the Integrated Transport Unit (ITU) through 
three, four year framework arrangements that cover (1) Special Educational Needs (SEN) 
Transport, (2) Mainstream Home to School Transport and (3) Public Transport. Following a 
joint review by the Council’s Commercial Services and ITU a number of procurement options 
were identified, including like for like framework replacements and the creation of a Dynamic 
Purchasing System (DPS). 

A  DPS is a fully electronic procurement approach for setting up and maintaining a list of 
providers. It can only be established using the published EU procurement rules and must be 
open throughout its duration for the admission of any provider that satisfies the selection 
criteria and submits an indicative tender, which complies with the service specification.

Scope
This consultancy review was requested by the Commissioning Director: Communities and 
Infrastructure and has evaluated whether the proposals by ITU (to set up a DPS and its 
subsequent operating procedures) would comply with procurement regulations.
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Key findings

The proposal to create a DPS is based on sound principles and should provide for increased 
flexibility to allow new operators coming into this market to participate in future bidding 
process following their acceptance to the system. Increased competition is likely to reduce 
costs.

Management have been in dialogue with Commercial Services and from Internal Audit’s 
assessment of the proposals, we were able to conclude that the majority of the proposals 
were in line with the expectations for the setting up and the subsequent operation of a DPS. 
However, Internal Audit also concluded that a number of the proposals were not fully 
compliant with the expectations for the operation of a DPS. In particular:

 The DPS as envisaged to operate will not be continually open for new operators to 
submit an indicative bid to join. It was proposed that any new operator will only be 
invited to join at the beginning of each quarter; an approach used by other 
authorities; and

 A simplified contract notice will not be published for each individual requirement 
giving an opportunity for new operators to submit an indicative bid to join the DPS. 
The ITU consider that given the high number of contracts this would create for an 
administrative burden which could not be managed within the existing resource. On a 
practical front it would also delay the issue of the subsequent Invitation to Tender 
(ITT) by 15 days which the ITU consider is not feasible to accommodate the urgent 
transport requests they receive. 

As such Internal Audit considered it would be prudent for the ITU to liaise with Legal 
Services before proceeding with the DPS as had been proposed. Subsequently a decision 
was taken to place this on hold pending the Public Contract Regulations 2015 coming into 
effect which is anticipated to relax certain restrictions on the operation of a DPS making the 
proposals by ITU compliant.

Service Area: Grant Certification

Audit Activity: Local Sustainable Transport Fund (LSTF)

Background
In June 2013, Gloucestershire County Council (GCC) received capital funding of £914,000 
from the Department for Transport (DfT) as part of the Local Sustainable Transport Fund 
(LSTF) grant funding for 2013/14.
Under the conditions of the Grant Determination No 31/2178, the Chief Executive and Chief 
Internal Auditor of GCC are required to sign and return to the LSTF team at the DfT a 
declaration, stating that the grant conditions have been complied with.

Scope
The objective of the audit was to review expenditure against the grant to provide assurance 
that the grant conditions have been complied with.
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Key findings

Based on a sample of invoices reviewed and discussions with officers, we have gained 
reasonable assurance that the conditions of the grant determination have been fulfilled, 
which has enabled the Chief Executive and Chief Internal Auditor to sign the required 
declaration, prior to its submission to the DfT.

Service Area: Grant Certification

Audit Activity: Troubled Families Grant (Families First)

Background
The Families First (payment-by-result) programme was introduced in a renewed drive to help 
improve the outcomes for troubled families.  

The Department for Communities and Local Government (DCLG) has produced a Financial 
Framework for local authorities.  This document makes clear that payment- by-result (PBR) 
is the subject of self-declaration, and therefore the purpose of this audit was to provide 
assurance that the Families First grant conditions and criteria had been met by the families 
to support the PBR grant claim.

Scope
To provide assurance that those families forming the PBR claim met the criteria and that 
there was sufficient evidence to support the outcomes recorded.  

Key findings

Having reviewed and sample tested the PBR claim for February 2015, Internal Audit was 
satisfied that:

 Following adjustments to two out of the 226 PBR claims, the claim submitted was 
made up of successful outcomes appropriate to that period; and

 There were effective systems and processes for how families and their eligibility 
markers i.e. education/crime/anti-social behaviour; progress to work; and continuous 
employment (and off out-of-work benefits) were being collated and verified. 

Summary of Special Investigations/Counter Fraud Activities

Current Status

The Counter Fraud Team within Internal Audit (IA) have received 21 new referrals in 
2014/15 to date, and 5 cases referred in 2013/14 were continued to be investigated in 
2014/15. Four of these have now been completed. The last referral received at the very end 
of the financial year was a piece of Counter Fraud work, concerning staff travel. We continue 
to work in this area and follow-up irregularities with management as they arise. We have 
previously reported on one outcome. Other irregularities are still being dealt with. An overall 
report will be produced once all highlighted concerns have been fully investigated. 



Appendix 1 Appendix 1

21

We have previously reported on the other four cases which were brought forward and are 
now closed. In addition, Internal Audit has been involved in another piece of counter fraud 
work concerning purchase cards. Although this highlighted procedural issues no evidence of 
fraudulent activity was established. The purchase card working group has been made aware 
of the issues found by IA and this helped to formulate new guidance and procedures that 
have recently been produced. 

Previous counter fraud work concerning care provision has also recently resulted in a 
repayment of £20,000 from the provider. This is in addition to £60,000 repaid by another 
provider, in a previous financial year, but which came out of the same piece of work.

New referrals in 2014/15

Of the 21 new cases referred to Internal Audit in 2014/15 nine have been closed, eight of 
which have previously been reported. In respect of the newly closed case: 

 A member of staff received a final written warning in respect of misuse of a Council 
vehicle and other HR issues with which Internal Audit was not involved.

Internal Audit is currently involved with a number of cases that involve intricate detail and 
Police referral. This invariably results in delay before the investigation can be classed as 
closed and reported to the Audit & Governance Committee.

National Fraud Initiative (NFI)

Internal Audit continues to support the National Fraud Initiative (NFI) which is a biennial data 
matching exercise administered by the Audit Commission. Reports have started to arrive in 
January. Not all matches are investigated but where possible all recommended matches are 
reviewed by either Internal Audit or the appropriate service area. This process has already 
been instigated.

The Committee can also take assurance that all special investigations/counter fraud 
activities are reported to the Statutory Officers i.e. the Chief Executive, Monitoring Officer 
and Director of Finance, on a monthly basis.


